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AKTyaJIbHOCTb HPOOJIEMBI 3aLUThI HH(OPMALIUH.

OcHoBHbIE (aKTOPHI MOBBILIECHUS YSI3BUMOCTH UH(OPMAIIHH.

[Tepeuncnuth pUCKH B TPOMBILLICHHOCTH CBsi3aHHble ¢ UT.

AKTyaJabHOCTb 3alIUTHl MH()OPMAIIMH, CBI3aHHON C COCTAaBOM U ()YHKLMOHATbHBIMU
BO3MOKHOCTSIMU coBpeMeHHbIX UT.

OcHOBHbIE MOHATHS HH(OPMALIMOHHOI 0€301acHOCTH.

VY SA3BUMOCTH BBIUMCIUTEIBHBIX CUCTEM, CBSI3aHHBIE C (PU3MUECKUMH MIPOLIECCaMH,
IIPOTEKAIOIUMU B HUX.

VY 3BUMOCTH MTHPOPMAITMOHHBIX U BBIYMCIUTEIBHBIX CUCTEM, CBSI3aHHBIE C ClielU(PUKON
peanu3anuyi MaTEMaTUYECKUX U JIOTUYECKUX BBIYMCICHHUM.

Nupopmannonnsie pecypebl cOopa nHGopMauu 00 yA3BUMOCTAX M PUCKAX
UH(POPMALIMOHHBIX M BBIYUCIUTEIBHBIX CUCTEM.

[Tepeuncnure ocHOBHBIEC 3aKOHBI PD cBs3aHHBIE ¢ MHPOPMAIIMOHHOM 0€30MMaCHOCTHIO.
OcHosHble nonoxenus denepanpHoro 3akoHa Nel49.

OcHoBHBIE NOJIO)KeHHS PenepanbHOro 3akoHa NelS2.

CriocoObl ¥ MOIXO/IbI K TOMCKY OCHOBHBIX 3aKOHOJATENbHBIX akToB PD B 0bnactu
3alUThl UHGOPMAIUH.

[lepeuncanTh pUCKU BOZHUKHOBEHUS MPOOIJIEM 3aIIUThl HHPOPMALIUU TPU
MPOEKTUPOBAHUHU U Pa3pabOTKe NHYOPMALIMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM.
ITpo6nemsl cOopa, 00pabOTKH U MpeACTaBICHUS HHPOPMAIIUHU C YYETOM COBPEMEHHBIX
TpeOoBaHUI HHPOPMAIIMOHHOM 0€30aCHOCTH Ha BCEX YPOBHSIX KU3HEHHOTO LIUKJIA.
CucreMsl 3alIMTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIA B ONIEPALIMOHHBIX CUCTEMAX U
JIOKAJIbHBIX CETAX Mepeiayu TaHHBIX.

[TomuTrky 6€30MacHOCTH.

Opranu3anus CeKpeTHOT0 JIeI0NPOU3BOICTBA U MEPONIPUATHIA O 3alUTe HH()OPMAITUH.
IIporpaMMHO-TeXHHYECKHE METOABI M CPEJCTBA 3ALIUTH HH()OPMAIIH.




19. IIporpammHO-anmapaTHbie METO/IbI U CPEACTBA OTPAHUYEHUS IOCTYNAa K KOMIIOHEHTaM
KOMIIBIOTEPA.
20. MeTopI ¥ IOAXO/IBI UCCIICIOBAHUS JJIs1 BBISBICHHS PHCKOB.
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Tunoevie 60NpPOCHI K 3aué'my:

AKTyanbHOCTH NpoOisieMbl 3auThl UH(popManuu. OCHOBHBbIE (aKTOPbI HOBBIILICHHS
ySI3BUMOCTH MH(OpMaIy. PUCKH B TPOMBILIIEHHOCTH.

OcHoBHBIE  TOHATHS ~ WH(pOpManmMoHHOW  Oe3omacHOocTH.  Poccuiickoe — u
MEX1yHapOJIHOE 3aKOHOIATENIbCTBO.

Poccuiickoe 3aKkOHOAATENBCTBO MO  3alUTe HH(MOPMALMOHHBIX  TEXHOJIOIHUH.
HopmartuBHo-npaBoBas HHpopMaus.

CucTemsbl 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA B ONEPALMOHHBIX CUCTEMaX U
JIOKQJIBHBIX CETAX Mepelayu JaHHBIX.

Mertonpb! u cpeacTBa 3amuThl HHGopManuu B Internet.

[NonuTnku 6€30MacHOCTH.

Opranu3anus CEKpeTHOro JEJIONPOM3BOJACTBA M MEPONPHATHH IO  3alluTe
uHpOpMaLnH.

[TporpaMMHO-TEXHUYECKHE METO/bI U CPECTBA 3alUThI HH(OPMALIHH.
[IporpaMMHoO-anmapaTHple  METOABI M  CpPEACTBA  OTPaHUYEHHUs JOCTylma K
KOMIIOHEHTaM KOMIIbIOTEpA.

Pa3zpaboTka mporpaMMHOTO MakeTa CHUCTeMbl MH(pOBaHUS HHOOPMAIMH METOAOM
Bephama.

['eHepanusi mceBrOCIydYallHbIX MOCIEA0BAaTENbHOCTEN YHCEeN B CHUCTEMax 3allluThl
UHpOpMaLUH.

AMepukaHckuid ctanaapt mugposanus qanHsix DES.

OreuectBenHbIi cTanaapt mmpposanus aaHHeix (IOCT 28147-89).

Anroputm mudpoBanus Audpou-Xemimana.

OpHoHamnpaBlieHHbIE XAII-()YHKINH.

OnekTpoHHas U poBas MOANUCH

[TpumeHenne GyHKIMI XEMUPOBAHUS B UACHTU(UKALIUN U IPOBEPKE MO UIMHHOCTH.
Anroputmbel MDS, SSH.

OcHOBHBIE (DYHKIIMH MEXCETEBBIX IKPAHOB JAJs (QUIBTPALUU COOOLICHUN U 3aIHThI
uH(pOpMaLIUH.

3amura oT OTJIA0K U AU3acceMOIMPOBAHUS.

CniocoObl BcTpanBaHUS 3alIUTHBIX MEXaHU3MOB B IPOrpaMMHOE O0ecCIIieueHue.
Mertoap! nepexBaTa U HaBsI3bIBaHUS MH(DOPMAITUH.

MeTo/pl BHEPEHUS TPOTPaMMHBIX 3aKJIaJI0K.

KommnbroTepHble BUpYCHl Kak OCOOBIM Kjacc pa3pylIaloNMX —MPOrpaMMHBIX
BO3JCHCTBUM.

3amuTa OT pa3pyllalUX IPOrPpaMMHBIX BO3JIEHCTBUI.

Knaccudukanus cuctem 3amuThl HOCUTENEH HHPOPMAIIIH.

MeToab! ¥ CpeJCTBA 3aLUThI HOCUTENEeH HHPOPMAITUH.

Buner napopmamonsbsix pecypcoB. Crnoco0bl 3auThl HHPOPMAIIMOHHBIX PECYPCOB
OT HECAaHKLIMOHUPOBAHHOTO JJOCTYTIA.

CniocoOslI 3amuThl HH()OPMALIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
OcHOBHBIE BU/IbI aTaK Ha MPOTOKOJIBI AyTECHTU(UKAIIH.

OCHOBHBIE IIpUEMBI IPEAOTBPALIICHUS aTakK.

Bonpockl 3a1uThl aBTOPCKOTo MpaBa (MMYILECTBEHHbIE U HEUMYIIIECTBEHHBIE IIPABA).



