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TEXHHUKA

NudopmaTuka

N  BBIYUCIIUTCIbHAs

Hamnpasnernnocts (mpoduib)

HCKYCCTBCHHBIﬁ HHTCIUICKT U 3KCIICPTHBIC CUCTCMBI

Brimyckatomas kadeapa

uH(pOpMAIH U YIIpaBICHUS

dopma oOydeHHS OuHas

ABTOMAaTHU3UPOBAHHBIX CUCTEM 00paboTKH
Kadenpa pazpaboTunk

uHGOpMAIUH B YIPaBICHUS

ABTOMaTH3UPOBAHHBIX CUCTEM 00paboTKH

Tunoevie 3a0anus 013 KOHMPOJIbHOU padombl:

Ilpumepnuie 6onpocwl 011 KOHMPOALHOU PAOOMbL:

OcHoBHbIe (PaKTOPHI MOBBIIIEHUS YSI3BUMOCTH UH()OPMAIIHH.
[Tepeunciuts prUCKH B TPOMBILLICHHOCTH cBA3aHHble ¢ UT.
AKTyanbHOCTh 3aIIUTHI HHPOPMAIINH, CBA3aHHON C COCTAaBOM U (DYHKIIMOHATLHBIMH

1. AxtyanbHOCTb POOGJIEMBI 3aIIUTHI HHPOPMAIIIH.
2.
3.
4.
BO3MOKHOCTSIMU cOBpeMeHHBIX UT.
5. OcHoBHbIE NOHATHS HHPOPMALIMOHHOM 0€30MacHOCTH.
6.

IMPOTCKAOIINUMHU B HUX.

VA3BUMOCTH BEIYHUCIHTEIBHBIX CUCTEM, CBA3AaHHBIC C (1)I/I3I/I‘-I€CKI/IMI/I nmponeccamMmu,

7. Ya3BUMOCTH WH(GOPMAIIMOHHBIX M BEIYUCIUTENBHBIX CHCTEM, CBS3aHHBIC C CTICIIU(PUKON
peanu3aluyd MaTeMaTHYECKUX U JJOTUYECKUX BBIYMCICHUM.
8. HMudopmarmonnsie pecypcsl cOopa nHbopMaiu 00 yI3BUMOCTSIX M pHCKax
MH(GOPMALIMOHHBIX U BEIYUCITUTENIBHBIX CUCTEM.
9. Tlepeuuncnure OCHOBHBIC 3aKOHBI PD cBsi3aHHBIC ¢ MHPOPMAITMOHHOHN 0€301TaCHOCTHIO.

10.
11.
12.

3amUThl HH()OPMAIIHH.
13.

OcHoBHbIE TIOJIOKEeHUS DenepanbHoro 3akoHa Nel49.
OcHoBHble nonoxxkerust GenepanbHoro 3akona Nel52.
Croco0bI 1 TOAXO0AbI K IIOMCKY OCHOBHBIX 3aKOHOIaTEIBHBIX akTOB PD B o0acTu

[lepeuncnuTh pUCKM BO3HUKHOBEHUS MPOOIIEM 3alUTHl HHPOPMAIIH TPU

POEKTHPOBAHUU H Pa3padOTKe HHPOPMAITMOHHBIX U aBTOMATH3UPOBAHHBIX CHCTEM.

14.

[Tpobaembr cbopa, 00pabOTKH U MpeACTaBICHUS HHDOPMAIIUN C YYETOM COBPEMEHHBIX

TpeGoBaHui MHOOPMAITMOHHON 0€30MaCHOCTH Ha BCEX YPOBHSX )KM3HEHHOTO ITUKIIA.

15.

JIOKQJTBHBIX CETAX MepeIadn TaHHBIX.
16. [TonmuTuky 6e30MacHOCTH.

CucreMsl 3alUTBI OT HCCAHKIUOHUPOBAHHOT'O JOCTYIIA B ONICPALIMOHHBIX CUCTEMAX U

17. Opranusanus CeKpeTHOro JeIONPOU3BOACTBA M MEPOIIPUATHIL 110 3aIUTe HHPOPMALIHH.
18. IIporpaMMHO-TEXHHUYECKHE METO/IBI M CPENICTBA 3AIIUTH HH(POPMAITUH.




19. HporpaMMHo-annapaTHme MCTOABI K CPCACTBA OIrPpaHUYCHUA JOCTYIIa K KOMIIOHCHTaAM
KOMIIBIOTEPA.
20. MeTOILI)I " IOAXO0AbI UCCIICAOBAHNA JIs BBIABICHUA PUCKOB.

Tunoevie memot 015 pehepamog (¢ n0O20MOBKOI 00KNAOA U NPE3CHMAYUUU):

1. AxtyanpHOCTH poOIeMBl 3amUThl HHPOpMannuu. OCHOBHBIE (DaKTOPHI MOBHIIICHUS
ysI3BUMOCTH MH(OpMay. PUCKU B TPOMBIIIUIEHHOCTH.

2. OcHoBHBIC IOHATHS UH(OPMAIIMOHHOM Oe3omacHocTH. Poccuiickoe u MeXTyHapOaHOe
3aKOHOJATEJIbCTBO.

3. Poccuiickoe 3aKOHOIATEIBCTBO MO 3AIIUTE HHOOPMALIMOHHBIX TEXHOJIOTHI.
HopmaTtuBHo-nipaBoBast HHpOpMaIusl.

4. Cucrembl 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA B ONEPAlIMOHHBIX CUCTEMAX U
JIOKQJIbHBIX CETAX Mepeayu JTaHHBIX.

Mertoabl U cpeacTBa 3aMThl HHGOpManuu B Internet.

ITomuTuky 6€30MacCHOCTH.

Opranu3anusi CeKpeTHOro JeJI0MPOU3BOJICTBA U MEPONPUATHI MO 3alUTe HHPOPMALIUH.
[IporpaMMHO-TEXHUYECKHE METO/IbI U CPEJICTBA 3aLUTHI HHPOPMALIUU.
IIporpammHo-amnmnapaTHbIE METOJIbI U CPEICTBA OIPAHUUEHUS JOCTYNa K KOMIIOHEHTaM
KOMIIBIOTEpA.

10. I'eneparus rnceBAOCIy4YaifHBIX TOCIEA0BATEILHOCTEH YHCET B CUCTEMAX 3alUThI
uH(pOpMaLIUH.

11. AmepukaHckuii crannapt mudpoBanus naHHsix DES.

12. OreuectBeHHbIH cTanaapt mmdpposanus nanueix (COCT 28147-89).

13. Ausropurtm mudpoBanus Juddu-Xennamana.

14. OpnHOHampaBiieHHbIE XA1I-()YHKIIHH.

15. DnexrponHas uudpoBas NOAMHUCH

16. IlpumeHeHne GYHKINH XEIMIUPOBAHUS B UIACHTU(UKAIIIH U TIPOBEPKE TOUTMHHOCTH.
17. Anropurmer MDS5, SSH.

18. OcHoBHBIE PYHKINH MEKCETEBBIX IKPAHOB IS (DMIIBTPALINN COOOIICHUH U 3aIUTHI
uHpOpMaLIUH.

19. 3ammTa OT OTIAM0K U JU3ACCEMOIUPOBAHUS.

20. Crioco0Obl BCcTparBaHuUs 3aIIUTHBIX MEXaHU3MOB B IIPOrpaMMHOE 00ecTiedeHue.

21. Meronp! mepexBaTa U HaBs3bIBAHUS WH(POPMAIIHH.

22. Merto/ibl BHEAPEHUsS IPOrPAaMMHBIX 3aKJIa/I0K.

23. KommnbproTepHbIe BUPYCHI KaK OCOOBIN KITacC pa3pylIaOIIuX MPOTPAMMHBIX BO3/IEHCTBHIA.
24. 3ammra OoT pa3pyLIaoIIUX MPOrPaMMHBIX BO3/IEHCTBHIA.

25. Kiaccudukanus cucteM 3aliuThl HOCUTEIeH HH()OPMAIIHH.

26. MeToabl U CpeICTBA 3alIUThI HOCUTENEH HH(DOPMAITUH.

27. Bunsl mHpOpMAIIMOHHBIX pecypcoB. CIIOCOOBI 3alUTHI HHPOPMAIIMOHHBIX PECYpPCOB OT
HECaHKLMOHUPOBAHHOIO JOCTYTIA.

28. Crioco0bI 3amuThl HHPOPMAITMOHHBIX PECYPCOB OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA.
29. OcHOBHBIE BUBI aTAaK Ha MPOTOKOJIBI Ay TEHTU()UKALIUH.

30. Bompockl 3amuThl aBTOPCKOTO MpaBa (MMYIIECTBEHHBIE M HEMMYIIIECTBEHHBIE ITPaBa).

©CoNo O

Tunoevie 80RPOCHI K IK3AMEHY .

1. AxTyanpHOCTH TpoOsiemMbl 3amuThl HGopManud. OCHOBHBIE (aKTOPHI MOBBIMICHHS
ySI3BUMOCTH HH(POPMALUH. PHCKH B IPOMBIIIIICHHOCTH.

2. OcHoBHbIe  mOHATHS  HWH(pOpMamuoHHOW  Oe3omacHocTH.  Poccuiickoe  u
MEKIyHAapOIHOE 3aKOHOIATEIbCTRO.



ISR

10.

11.

12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
24,

25.
26.
27.
28.

29.
30.
31.
32.

Poccuiickoe 3aKOHOMATENBCTBO 1O  3amUTe WHOOPMAIMOHHBIX  TEXHOJIOTHH.
HopmartusHo-1ipaBoBast HH(popMarus.

CucTreMbl 3aIIMTHl OT HECAHKIIMOHUPOBAHHOI'O JOCTYIA B ONEPALIMOHHBIX CUCTEMAX U
JIOKQJIBHBIX CETAX Mepeiayu JaHHBIX.

MeTo/bI 1 CpeICTBa 3alUThl HHpOpMaIuH B Internet.

[TonuTrkK 6€30MacHOCTH.

Opranuzanusi CEKpEeTHOro JEJIONPOM3BOACTBA UM MEPOINPHUATHI 1O  3aluTe
uHpOpMaLUH.

[IporpaMMHO-TEXHUYECKHE METO/IbI U CPEJICTBA 3aLIUTHl HHPOPMALUH.
IIporpaMMHO-anmapaTHble  METOABI M CpPEACTBA  OTPaHUYEHUs JOCTyNa K
KOMITOHEHTaM KOMIIbIOTEpa.

Pa3zpaGoTka mporpaMMHOro MakeTa CHUCTEMBbI IIHM(POBaHUS HWHGPOPMALUKA METOJIOM
Bepnama.

I'enepanus nceBrOCIy4YalHBIX IOCJIEJOBATEIbHOCTEN 4YHMCEI B CHCTEMax 3allUThl
uH(pOpMaLIUH.

AmMepukaHckuil cranaapT mudposanus ganHbix DES.

OreuecTBeHHBIN cTanaapT mudpoBanus ganHbx (IOCT 28147-89).

Anroputm mmdposanus Aupdu-Xemnmana.

OpHoHanpaBieHHbIE X31I-(QYHKIUH.

OnexkTpoHHas nudpoBas NOIAMHUCH

[Tpumenenue GyHKUMN XEIIMPOBAHUS B UACHTU(UKALIMY U IPOBEPKE MOTMHHOCTH.
Anropurmsl MDS5, SSH.

OcHoBHBIE (DYHKIIMH MEXKCETEBBIX IKPAHOB ISl (DUIBTPAIIMK COOOIICHUA W 3aIIUThI
uHpOpMaLnH.

3amuTa OT OTJIa/10K U AU3acCEeMOIUPOBAHUSI.

CrniocoObl BcTpanBaHUS 3alUTHBIX MEXaHU3MOB B ITPOrpaMMHOE 0OecrieueHHe.
MeTtopl epexBarta U HaBsI3bIBaHUSI HHPOPMALUH.

MeTtopl BHEAPEHHS TPOIrPAMMHBIX 3aKJIaJOK.

KomnbloTepHsle BHpPYChl Kak OCOOBIM Kjacc pa3pylIaloliUX I[POrPaMMHBIX
BO3JIEHCTBUI.

3ammra OT pa3pylaoIIUX TPOrPAMMHBIX BO3/IEHCTBHIA.

Knaccudukarus cuctem 3auTsl HOCUTENeH HHPOPMALIUK.

MeTo/IbI U CpeJICTBA 3alIUThl HOCUTENeH HH(OpMAIINH.

Bunsl nHpopmannoHHbsix pecypcoB. CrocoObl 3amuTsl HHPOPMALMOHHBIX PECYPCOB
OT HECAaHKLIMOHUPOBAHHOTO JIOCTYTIA.

CriocoObI 3a1UThl UHQOPMAILIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
OcHOBHBIE BU/IbI aTaK Ha MPOTOKOJIBI ayTEHTU(DUKAIIHH.

OCHOBHBIE IPUEMBI IPEAOTBPALLEHUS aTaK.

Bonpocs! 3a1uTel aBTOPCKOTo MpaBa (MMYIIECTBEHHbIE U HEUMYILIECTBEHHBIE IIPABA).



