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NHbopmaumsa o Bnagenbue:

E”Oi ‘oceOEHOUHLIE MaTepranbl Ans NPoOMeXxyTOYHON aTTecTaumm No AMCLUMNINHE
OMKHOCTb: PEKTOp
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YHUKabHbII MPOrPaMMHBI KoY OcHoebl 3auumel uHgopmayuu
e3a68f3eaale62674b54f4998099d3d6bfdcf836 7 cemecmp
Kog, HanpaBneHue 09.03.04
NO4rOTOBKM
HanpaBneHHOCTb [MporpaMmmHasl HXxeHepus
(npodounb)
dopma obyyeHus OYHas
Kadegpa- ABTOMAaTUKN U KOMMNbIOTEPHbBIX CUCTEM
pa3paboTymk
Beinyckatowas ABTOMAaTUKN N KOMIMbIOTEPHbBIX CUCTEM
kadegpa

TunoBble 3aaHNA AN KOHTPOSIbHOU paboThI:

BapwuaHTbl KOHTPOIbHOM pPaboThbI:
BapwuaHT 1:

1. fatb onpeaeneHne KOMMNbIOTEPHOTO NPECTyMNIeHnA.

2. BpepgoHocHoe MMO.

3. MprHUUNBI U NPUMEHEHWE aCCUMETPUYHbBIX aJIFTOPUTMOB LWIMPPOBAHUA.
BapuaHT 2:

1. Knaccndumkauma KOMNbOTEPHbIX NPECTYNAEHUN.

2. Nepapxmnyeckmnin noaxon K NOCTPOEHUIO MOAUTUKN 6€30MacHOCTMH.

3. MpUHUMNBI U NPUMEHEHNE CUMMETPUYHBIX 610UYHBIX aNTOPUTMOB LNPPOBAHMA.
BapuaHT 3:

1. OpraH13auUMOHHO — aAMUHUCTPATUBHOE obecnedyeHne 6e30nacHOCTH.

2. Buabl yrpos.

3. MpuHUUNBI U NPUMEHEHNE CUMMETPUYHBIX MOTOKOBbIX a/ITOPUTMOB LIMGPOBAHUA.
BapwaHT 4:

1. MHkeHepHO-TexHUYecKoe obecnedyeHne 6e3onacHoOCTH.

2. CtaHaapT 6e3onacHocTn « OpaH»KeBasa KHUra».

3. MpUHLMNbI YU NPUMEHEHWE LIUKIMYECKUX aITOPUTMOB LIMPPOBaHUSA.



TunoBble BONPOCHbI K 3K3ameHy/3aquylsaquy C OLIeHKOM:
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anMeprIVI nepe4vyeHb 3K3amMeHaUuMOHHbIX BOMPOCOB:

3aKoHOAaTeNbHble M MPaBOBble acnekTbl 3awWwuTbl UHPOPMaUUKU. AKTyanbHOCTb NpobBaeMaTUKM  3aluThl
NHPOPMaLIMOHHBIX PECcypcoB.

NHbopmauma n nHbopmalMoHHble pecypcbl. KomnbloTepHble NpecTynieHus.

OCHOBHbIe 3aKOHbI, pernameHTUpYyoLLMe 3aKOHOAaTeNbCTBO B 061acTh 3aWwmTbl MHGopmaumu. MNpasosas 3awWwmTa
no.

MNcTouHMKM 1 dopMbl aTak Ha MHPopmaumio. Knaccudukauma MCTOYHUKOB U GOpM aTak Ha MHOOPMALMOHHbIEe
pecypcsl.

HabniogeHne 3a KaHanamu cBasu. [lepexBaT MOBOYHbIX M3NYyYeHW. 3ageprkKa, M3MeHeHWe, noameHa
coobLeHni.

Cnocobbl nosyyeHMa NaposbHOW MHbOpMauMM M npaB AgocTyna. YassumocTb OC. KomnbiloTepHble BUPYCHI.
BkntoueHune pa3paboTunKom B NporpammHoe obecneyeHne HelOKYMEHTUPOBaHHbIX GYHKLMIA.

OnpeaeneHune NOANTUKM Be3onacHocTu. Llenn nHpopmaumoHHo 6e3onacHocTy.

YpoBHM be3onacHOCTU. Peanmsauma NoAUMTUKKM 6e3onacHoCTu.

Peanunsauma opraHM3aUMOHHbIX U TEXHUYECKUX Mep.

. CtaHpapTbl 6e3onacHocTU. Posb cTaHaapToB. « OpaHKeBasa KHUra».
. Knaccoel 6e3onacHocTu. Kputepum oueHKn 3alumnieHHOCTU MHPOPMALMOHHbBIX CUCTEM.
. MexxayHapogaHbiin ctaHaapt ISO/IEC 15408 v ero poccuitckuin aHanor FOCT P UCO/M3K 15408. MexayHapoaHbii

cTaHAapT MHPopmaumoHHoM besonacHocTu ISO 17799. CtaHgapT ITU-T Recommendation X.805.
Kpuntorpadumyeckne npoTokonbl. Kpuntonornsa, kKpuntorpadma w  KpuntoaHanms. OCHOBHble MOHATMA
KpunTonoruum.

CTOMKOCTb,  3alUULLEHHOCTb, WMMWUTOCTOMKOCTb, ayTeHTU4YHOCTb. CreraHorpaduma. [loaCTaHOBOYHblIE U
nepecTaHoBOYHbIe WKPPbI. INEMEHTbI KpUnTorpadUyecknux NPOTOKOIOB.

CMbICN NPOTOKONOB. DNeMeHTbl KpuntTocmucTem. Buapl npoToKonos.

CummeTpurYHbIe KpunTocuctTembl. baoyHble wndpbl. Mogenb KPUNTOCUCTEMbI C CEKPETHBIM K/THOYOM.

OnwucaHue 6104HbIX anroputmos DES, FOCT.

CraHgapT wudposaHma AES. Pexxnmbl npumeHeHUs 6104HbIX WNPPOB.

CummeTpuryHbIe KpunTocuctemsl. MoToKosble Wndpbl. Baok-cxema noToyHoro wudpartopa.

CHHXPOHHbIE U CAMOCUHXPOHMU3MPYIOLLMECA NOTOYHbIE KPUMTOANTOPUTMBI. MPUHLMMBI NOCTPOEHUA.

CraHgapT 6esonacHocT GSM. OnuncaHme NOTOKOBbIX anroputmos A5, RC4.

AcuMMeTpUYHble KpuntocucTembl. Mogenb KpuUNTOCUCTEMbI C OTKPbITbIM  KAtoyom. OpgHoHanpaBaeHHble
npeobpasosaHums.

Kpuntocuctema dnb-Famans. OTKpbITOe pacnpegeneHme Kntouel, cuctema Juodu n Xennmaa.

Cuctema Puecta-LUamupa-Agnemana (RSA). Kpuntocuctembl MepKkasa-XennmaHa u Xopa-PusecTa.

TpeboBaHMA K cucTemam 3awmTbl WHbopmauumn. O6wme TpeboBaHMA. OpraHM3aLMOHHble TpeboBaHMA.
TpeboBaHMA K TexHuyeckoMmy obecneyeHuto. TpeboBaHus K nporpammHomy obecnedyeHuto. TpebosaHua Mo
NPUMEHEHMUIO CNOCOOOB, METOLOB U CPeACTB 3alWmnTbl. TpeboBaHUA K LOKYMEHTUPOBAHMUIO.



